Funder Portal -
A Means of Secure
Information Sharing

16t October 2015

Tony Young, Nina Andreas

Rehabilitation

ABI Rehabilitation New Zealand Ltd.



& @
Background <> abi

* Increased uptake in electronic client management
systems (CMS)

e Sharing of information has significant advantages
however it must be

* Convenient
* [ntuitive
* Protect privacy



ABI| Rehabilitation uo abi

Rehabilitation

ABI Rehabilitation provides residential and community-based

rehabilitation services for people with traumatic brain injury or
stroke.

Inpatient services (Intensive Rehabilitation and Long-Term Services)

and Community Services are located in both Wellington and
Auckland

ABI Rehabilitation has developed a CMS that assists with the

rehabilitation processes. A recent extension of the CMS is the Funder
Portal.



Method wo abi

Rehabilitatio

Collaboration between
 ACC
e ABI staff
* Software developer
e External IT security auditor
Test, test and test again!!
Educational power point shared
Rolled out in a controlled manner
Questionnaire sent to case owners and keyworkers interviewed



inTouch CMS -

Our Client Management System

Timetables

Mame 12pm
[U&/[cAl G| Test Client 1 BESl [ ] = |runen
Ua[calfag]  Test client 2 BEEED |  [Speech Language  ||Lunch




inTouch CMS -
Our Client Management System
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Rehabilitation

Is a Web-based password protected means of storing client information such as:

Clinical Records

Discipline fiter | [Select Value

~ | Word or phrase from note | | Category filter | Select Value Return

Date Range

R == o I =1

Service or created date Aftachments only D

Include unshared notes [

O service ® Created

Funder Portal: Male, Age 24 - 130 Metcalfe
Road, Ranui, Auckland; Home
phone:091234567

MNational Rehab Director
created: 23 Sep 14
Training

Admitted: 10 Sep 14

Service details Details
23 Sep 14 - 12212 pm (%) Subjective
Tony Young

Finn reported that he had a good sleep overnight. Night staff also reporting that he slept through frem 9pm to 7am.

Objective
Seen in the gym today. Joint session held with physio and occupational therapist. Completed bed exercises as per plan and continued to work on his
sit to stand and standing balance.

Finn was less impulsive and showing improved planning pre sit to stand and transferring. He is now able to transfer with minimal hands on help from
one within the gym environment.

Analysis
Cognitive and physical improvements continue with greater functional independence with bed mobility and transfers occurring.

Plan of Action

= OT to trial with standing transfers in the bathroom
= Transfer protocol to be updated to reflect improvements
« Training session with house staff to take place tomorrow moming

23 Sep 14 - 200 am (=)
Tony Young

MNational Rehab Director
created:- 23 Sep 14

ABl Residential

Objective

Completed the activity of Gym session with Physio and OT for 45 minutes
Achievement result: The activity was achievable (activity was appropriate for the client)




inTouch CMS -
- 'N abi
Our Client Management System

Is a Web-based password protected means of storing client information such as:

Rehab Plans

P.0.Box 70039, Ran = P.O. Box 70039, Ran

- - o “Ph 08 331 - - o P
abl PO Box 51155, Joun 5209, e abl PO B 51155, Joucs 5259

ABI REHABILITATION LTD Rehabilitation Plan
REHABILITATION PLAN

Client Goals

Name Funder Portal Date of Birth 10 Sep 1990 ?“:’ip“iﬂ" - ;a;;Un::naﬂ
- [Toreturn homs =
preferred Name Finn Ethnicity Eurcpean-New Zealander 2. |To remember things that are important to him 22522 14
ST CT FPSSEE EEECT €c1234 3. [To be =bl= to 2o to the toilet by myssif 22 5ep 14
1B0 Metcalfe Road Home: 091234567 4 [To be able to get up and walk to where | want to without any help 22 Sep 14
Address Ranui contact Details Work: 12345678
Auckland MMobile: 021456789 Client Strategies and Steps
e [ T B el = o NN ey [Strategy: Finn to improwve his g=neral strength, balance, mobility and  |Goais Addressed [Target DaelLast Upased
Home: 0591234567 lexercise tolerance 1,34 30 Oct 1423 Sep 14
Address 88 Beach Road Whangamata, [Contact Details Work: 12345678 [ to be able toget fromsitting tostanding with minimal help fromone peson |26 Sep 1423 Sep 14
Maobile: 021456783 Finn to be able toget fromsitting tostanding 2nd maint=in standing independantly

10 Oct 1423 Sep 14

GP Name & Address  Dr Brown; 123 High Beach Road, Whnagamata - Phone: O for 1 minute
ACC Case Owner [contact number Finn to mobilise withinthe house with the aidof a frame and hands off supervision[10 Oct 1423 Sep 14
Date of Incident 85Sep 2014 [pate of Report 23 5ep 2014 Finn to be able to mobilise independently [with 2 frame ) within the house 24 Oct 1423 S=p 14

| Strategy: Finn to demonstrate increased cognitive | Target DatLast Updaieq
Previous Fadilities Admitted Discharged i i i 6 Now 14[23 s=p 14
Training facility 105ep 2014 To be confirmed [ to v understand and follow 2step 26 Sep 1423 Sep 14

=} Finn to be sble tothink of 3 items to add to 2 semantic category after being given 3

17 Oct 1423 Sep 14

REHABILITATION THERAPY TEAM

| items in the same category.

P——— Triame rr.:rr:‘x::; =ble tokesp 2 daily log of =nd visitor minimal 24 Oct 2923 sep 24
KeyWaorker Mrs Soana Foliaki (0% 831 0083) Finn to be able to consistently make himse If breakfast and lunch with minimal = Now 14|23 =

Specialistin Rehabilitation Medicine DrRichard Seemann (0272 161 836) i 7 Now =p 14
Physictherapist Jade Slingsby (098310070) [Strategy: Finn 2nd family to improve their ication skillsto  |Goak [Targ=t Oot| o=t Updaiy|
Occupational Therapist Danielle Sciargne (8310070) e e e~ R = i .2 6 Nov 1423 Sep 14
Speech and Language Therapist Nick Jacobs (022 0661763) [St=piFinn to be able toexpress his basic daily needs to family and supportworkss 30 Sep 1423 Sep 14
Nurse Monica Tomasl (B310070) |Finn to be sble toengegein = conversation and stay on topic for over 3 minutes |17 Oct 1423 Sep 14

Social Worker [Emma Weeks (05 831 D0B7)




inTouch CMS -
- <> abi
Our Client Management System

Is a Web-based password protected means of storing client information such as:

Risks, Protocols & Interventions

‘Question Level

Mobility high

Manual handling / transferring high

Self neglect high
Communic ation med
Dis-orientation / Memory med
Dis-inhibition med

Safety awareness lonar

Add protoc ol Risk Protocol Assoc risks —
edit print hist ‘Walking With a Walking Frame MEB(H) 3 Oct 14
edit print hist Semi-stand Pivot Transfer MT(H) 10 Oct 14
edit print hist Self-care — PTA & physically able DI{H), SMN{H) 24 Sep 14
edit prinkt hist Communication DO 30 Sep 14
edit print hist Communication DO 30 Sep 14
New Intervention Hs/Disc RewiClsd
edit print Sustained attention Speech Languags 30 Sep 14
edit print Walking around the site Physiotherapy 26 Sep 14




inTouch CMS -
- <> abi
Our Client Management System

Is a Web-based password protected means of storing client information such as:

Outcome Measures

Question | ‘1BSep14| 11 39p14| 12 Sep‘l4| 133ep14| 14 Sep 14| 15 Sep 14| 1659p14| 1TSep‘l4| 1asep14| 19 Sep 14| 2DSep14|
How ald are you? | Mo | Yes | Yes | Yes | es | Yes | Yes | Yes | Wes | Yes | es |
What is your date of Mo Mo Yes Yes Yes Yes Yes Yes Yes Yes Yes

| | | | | | | | | | | |
What month are we in? | Mo | No | MO | ves | No | Yes | Yes | Yes | ves | Yes | Yes |
What time of day is it? | Mo | Yes | es | Yes | Yes | es | Yes | es | Yes | Yes | es |
i\;\-'?hatdayofthe week is | No ‘ Mo | No ‘ MNo ‘ No | Mo ‘ Yes | No | Yes ‘ Yes | Yes ‘
What year are we in? | No | No | No | Mo | Yes | Yes | Yes | Yes | Yes | Yes | Yes |
What is the name of this | No ‘ MNo | Mo ‘ Yes ‘ Yes | fes ‘ es | Yes | Yes ‘ Yes | Yes ‘
place?

Face | | | | | Yes | Yes | Yes | Yes | Yes | Yes | Yes |
Name | | | | | no | ves | ves | ves | ves | ves | ves |
Picture | | | | | | Mo | fes | es | Yes | Yes | Yes | Yes |
Picture I | | | | | Mo | Mo | Yes | No | Yes | Yes | Yes |
Picture 11l | | | | | No | Mo | ves | Mo | ves | ves | ves |
Westmead | o7 | 277 | 317 | 507 | 6712 | 9712 | 1212 | sr12 | 12712 | 12012 | 12492 |




inTouch CMS -

Our Client Management System

Is a Web-based password protected means of storing client information such as:

Reports

ABIl Re habilitation
P.O. Box 70029, Ranui 0655, Auckland

- Ph 09 83210070
abl P.O. Box 51155, Tan

5248, Wellington
Rehabilitatior www.abi-rehab.co.nz

PhO4 22370128

ABI REHABILITATION LTD
INITIAL REPORT

MName Funder Portal Date of Birth 10 Sep1990
Preferred Mame Finn Ethnicity Eurcpean-Mew Zealander
MNHIMNo FP9988 ACC No CC1234
180 Metcalfe Road Home: 091234567
Address Ranui Contact Details Work: 12345678
Auckland Mobile: 021456789
Main Contact Tina Portal Relationship to client Wife
Home: 091234567
Address 88 Beach Road Whangamata |Contact Details Work: 12345678
Mobile: 021456789

GP Name & Address Dr Brown; 123 High Beach Road, Whnagamata- Phone: 075555555

ACC Case Owner

[Contact number

Date of Incident 8 Sep 2014 |DatEDfF!EpDrl 23 Sep 2014

EX|
Prewvious Facilities Admitted Discharged
Training facility 10 Sep 2014 To be confirmed

REHABILITATION THERAPY TEAM

'h abi

Rehabilitation
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Rehabilitation

The Funder Portal Journey

PROBLEM

How to improve communication in a secure manner?




How can we share this?

U () it



How can we share this?

U () it



Why not just use E-Mail? <> abi

Rehabilitation

New Zealand Ministry of Health Health Information Privacy Code 1994:

“Email poses special problems in privacy.
Use of email to transmit health information
may result in the information being stored
on several hard drives, not all of which may
be secure from unauthorised access. There

“...normal email is stored in an
unencrypted format on the Internet
Service Provider’s server and

is therefore readable by third parties;”

“Do not send patient identifiable is also a risk of interception during the
information or attachments over transmission, as email commonly passes
unsecured email.” through a number of computers on the way

Health Information Security Framework 2009 to its final destination.”

New Edition December 2008



» abi

Rehabilitation

Why not just use E-Mail? 2

| Kiwis' private medical information spilled

New Zealand Herald - 1/10/2015

Officials are investigating how a spreadsheet of National Health Index
(NHI} numbers, containing the birth and death dates of 24,092
people, ...

child abuse records sent to wrong person
Stuff.co.nz - 2/06/2015
Investigation after child abuse records sent to wrong person ...

} ) ) The records are part of historic abuse claims relating to sexual,
Private medical information of Kiwis divulged in email blunder physical, and __.

Stuff.co.nz - 17102015 Child abuse details sent to wrong person

Kiwis' medical information leaked .
Radio New Zealand - 2/06/2015
Otago Daily Times - 1/10/2015 aclo lew ceslan

Stuff.co.nz

Inquiry launched after HIV clinic reveals hundreds of pa.
The Guardian - 2/09%/2015

clinic, which has mistakenly revealed HIV status of nearly 800
patients.

# HIV Clinic Accidentally Reveals Hundreds of Patients’ Identities
AlterNet - 2/09/2015

Email outs vulnerable students

Mew Zealand Herald - 6/08/2015

Dozens of Massey University students’ email addresses and names
. sending 83,000 claimant details to the wrong recipient and

emailing a ...

Defence medical records sent to China in security bre

Sydney Morning Herald - 7/07/2015

@ Eye test records and personal contact details of hundreds of military
B personnel including soldiers posted overseas were sent to China in




The Funder Portal Journey » abi

Rehabilitation

PROBLEM

How to improve communication in a secure manner?

SOLUTION
Developing a Funder portal!
How do we achieve this with mutual benefit???




What is the Funder Portal?

Name: | Funder Portal (47798) Date Report
Contact Details 03/08/2014 CT Scan
Home Address | 180 Metcalfe Road, Ranui 10/092014 Doctors 1t report

City

Auckland

Contact

Home:091234567 Wark:12345673 Mobile:021456789

Reference Numbers and Contacts

12/09/2014

rt

Initial report

Discharge Planning

Admissions

Training faciity | 10 Sep 14| |

ACC No cci23 NHI No. FPo988 —_—
= [
Case Manager Formatted Link Excel Link
Key Worker Mrs Soana Foliaki | @ 098310089 | soana foliaki@abi-rehab.co.nz PORE = VAl | (£
Demographics FIMFAMDOM | '| (P
Date of Birth 101091290 Gender [M || Overt Benaviour scate 1 =)
Main Contacts T |_'|
ores
Name Relationship Contact details
‘Westmead |
Tina Portal Wite Home: 0712345667 Bus:0211234567
Injury Details Sentto/ Event
Date 8/09/2014 22/08/2014 | tony young@abi-rehab.co.nz
Details Mr Portal (Finn) fell from a ladder whilst cleaning out the gutters at his fiends Dear Case Manager
place. The friend heard Fin crashing fo the ground but did not see him fall. It is This is to let you know that the initial report for Mr Funder Portal (Finn) is now
thought that Fin fell onfo his left side and hit his head on the concrete ground available. Please click on the link below.
He was non responsive when his friend got to him and continued to have a GCS Regards
of 315 until shortly after the ambulances arrival (15 minutes). His friend reports
that his airway was maintained throughout.
Mechanism Fall
TBI Classification | Severe

4

abi

Rehabilitation



Setting up a portal (ABI view)

Client Details

B2 W RuvOELxo

Name | Funder Portal (47798) w
nnnnnnn its Select this icon



Setting up a portal (ABI view)

Funder Communications Event

% abi

Patient Funder Portal, 180 Metcalfe Road, Ranui Auckland

Select the reports to be available to the funder:

M ¢T Sean

E Doctors assessment report

E Initial report

|:| preadmission report

W] acc 1151 form.docx

Select the data sets to be available to the funder:

[] acute Data Collection

@ Discharge Planning

|:| Prognostic ation

[l Show Rehab Plan

Select the outcome measures to be available to the funder:

[l 10 Metre Walk Test

|:| Braden Scale For Predicting Pressure Sore Risk

vl FiMFaMDOM

E Glazgow Coma Scale

|:| IMaszage treatment

|:| Mewspaper Group

@ Overt Behaviour Scale

@ ‘Westmead

[ show RCS report

Select the administration reports to be available to the funder:

| oK || Complete & Email

| Cancel |

Select what
information you want
to release and click
here.



Setting up a portal (ABI view)

| Funder Commu tions Event

Patient

Funder Portal, 150 Metcalfe Road, Ranui Auckland

Template

Select Value

Substitution Fields

Funder Portal access notification
Meeting minutes

Minimally conscious approval
Maoticiation of updating the discharge dataset

Subject Line

Matification of adding a report
Maotification of an interruption of service (TBIRR)
Natification of client admission

Email Content

Motification of weekend leave
Pre admission notification

Manager Last Name

Jones |

Select the template and click
On IIGOII

®

abi

Rehabilitation



Setting up a portal (ABI view)

Patiznt

Funder Communications Event
Funder Portal, 180 Metcalfe Road, Ranui Auckland

abi

Rehabilitation

Template

|Funder Portal access notification v|

Substitution Fiskds First name Last name initial Manager First Mame Manager Last Name

|Funder | |P | |Mﬂrk | |.Jones |
Sl | Details for Funder P(47798) |
Email Content

Dear Mark,

This i= to let you know that the accesz to the funder portal for client Funder P iz now awvailable.
Lz you may be aware, ABI ERehabilitation has a secure funder view portal for the purpose of sharing
clinical information with the funder. By clicking on the link below you will be able to access the
funder portal for Funder. Relevant reports, plans and ocoutcome measures will be available to you. We

will notify you when information iz added or updated.

The link embedded in this email will remain active for 30 days. You have the ability to download
reports from this portal to your records.

¥Kind regards,




What the Case Owner Receives on abi

Rehabilitation

Dear Mark,
This is to let vou know that the access to the funder portal for client Funder P is now available.

As vou mav be aware, ABI Rehabilitation has a secure funder view portal for the purpose of sharing clinical information
with the funder. By clicking on the link below vou will be able to access the funder portal for Funder. Relevant reports,
plans and outcome measures will be available to vou. We will notifv vou when information is added or updated.

The link embedded in this email will remain active for 30 davs. You have the abilitv to download reports from this portal
to vour records.

Click here!
Kind regards, ,
Dlease ess the client information.

Tony Young
AE| Rehabilitation New Zealand Ltd
Auckland: 09 8310070

Wellington: 04 2370128 OIO abl

www.abi-rehab.co.nz Rehabilitation

Disclaimer: This email and any attachmems may contain confidentialinformation.

If you are not the intended recipient, please destroy this email and notifythe sender immediately.
Any unauthorised copying, disclosure or distribution of the material inthis email is strictly forbidden.




Funder Portal (case manager’s view)

G | ReovAwee |

Name

| Funder Portal (47798)

Contact Details

Home Address

180 Metcalfe Road, Ranui

ere!

City

Auckland

Contact

Home: 091234567 'Work: 12345675 Mobile:021456739

Reference Numbers and Contacts

Date Report S
08/09/2014 CT Scan

10/0972014 / s i rey

12/09r2014 Initial report

Discharge Planning

Admissions

Training facilty | 10 Sep 14 J

ACC No cci2a4 NHI No. FP99ss —_—
o p—
Case Manager Measure Formatted Link Excel Link
Key Worker Mrs Soana Foliaki | © 095210022 | soana.foliaki@abi-rehab.co.nz 10 Metre Walk Test 7 [
Demographics FIMFAMDOM “_ "| (o)
Datle of Birth | 1010911280 Gender [M || overt senaviour Scae 1
e I (=]
Main Contacts —
RCS Scores || "|
Name | Resationsnip | Gontact getails | =
Westmead [| "| s
Tinz Portal | Wife | Home:0712345667 Bus:0211234567 | —
Injury Details Date Sent to / Event Report
Date 8/08/2014 22/09/2014 | tony young@abi-rehab.co.nz
Details Mr Portal (Finn) fell from a ladder whilst cleaning out the gutters at his friends Dear Case Manager
place. The friend heard Fin crashing to the ground but did not see him fall. 1tis This is to let you know that the initial report for Mr Funder Portal (Finn) is now
thought that Fin fell onto his left side and hit his head on the concrete ground. available. Please click on the link below.
He was nan responsive when his friend got to him and continued to have a GCS Regards
of 315 until shortly after the ambulances arrival (15 minutes). His friend reporis
that his airway was maintained throughout.
Mechanism Fall
TBI Classification | Severe

abi

Rehabilitation



Funder Portal (case manager’s view)
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81 Rehabilitation

P.0. Box 70039, Ranui 0655, Auckland
Ph 03 E31 0070

P.O. Box 51155, Tawa 5248, Wellington
Pho4 237 0128

www. abi-rehab.co.nz

ABI REHABILITATION LTD
INITIAL REPORT

Funder Portal

|Date of Birth 105ep 1990

Finn

Ethnicity European-NewZealander

FP9988

|Acc No CCl234

180 Metcalfe Road
Ranui
Auckland

Home: 091234567
Work: 12345678
Mobile: 021456789

[contact Details

Tina Portal

[Relationship ta client  Wife

88 Beach Road Whangamata

Home: 091234567
Work: 12345678
Mabile- 021456789

[contact Details

GP Name & Address

Dr Brown; 123 High Beach Road, Whnagamata - Phone: 075555555

ACC Case Ovmer

ntact number

Date of Incident BSep2014

pate of Report 285ep 2014

Previous Facilities

Admitted Discharged

Training facility

105ep 2014 To be confirmed

REHABILITATION THERAPY TEAM

Pasition

Name

Key Worker

Mrs Soana Foliaki (09 831 0089)

Specialistin Rehabilitation Medicine

Dr Richard Seemann (0272 161 936)

Physiotherapist

ade Slingsby (098310070)

Occupational Therapist

Danielle Scisrone (8310070}

Speech and Language Therapist

Mick Jacobs (022 0661763)

Nurse

Monica Tomasi (8310070)

Social Worker

Emma Weeks (09 831 0087)

34 Find -

2. Replace

lg select -
Editing




Funder Portal (case manager’s view)

G | Rovhwee |

Name

| Funder Portal (47798)

Contact Details

Home Address

180 Metcalfe Road, Ranui

City

Auckland

Contact

Home: 091234567 'Work: 12345675 Mobile:021456739

Date Report

08/09/2014 CT Scan

10/0972014 Doctors assessme!

12/09r2014 Ini .
Data

Reference Numbers and Contacts

Discharge Planning

Admissions

Training facilty | 10 Sep 14 J

ACC No. CC1234 NHI No. FP9938
o p—
Case Manager Measure Formatted Link Excel Link
Key Worker Mrs Soana Foliaki | © 095210022 | soana.foliaki@abi-rehab.co.nz 10 Metre Walk Test 7 [
Demographics FIMFAMDOM “_ "| (o)
Datle of Birth | 1010911280 Gender [M || overt senaviour Scae 1
e I (=]
Main Contacts —
RCS Scores || "|
Name | Resationsnip | Gontact getails | =
Westmead [| "| s
Tinz Portal | Wife | Home:0712345667 Bus:0211234567 | —
Injury Details Date Sent to / Event Report
Date 8/08/2014 22/09/2014 | tony young@abi-rehab.co.nz
Details Mr Portal (Finn) fell from a ladder whilst cleaning out the gutters at his friends Dear Case Manager
place. The friend heard Fin crashing to the ground but did not see him fall. 1tis This is to let you know that the initial report for Mr Funder Portal (Finn) is now
thought that Fin fell onto his left side and hit his head on the concrete ground. available. Please click on the link below.
He was nan responsive when his friend got to him and continued to have a GCS Regards
of 315 until shortly after the ambulances arrival (15 minutes). His friend reporis
that his airway was maintained throughout.
Mechanism Fall
TBI Classification | Severe

®

abi

Rehabilitation



Funder Portal (case manager’s view) Qabi

Rehabilitation

Results of Discharge Planning for Funder Portal

Question

Date of Discharge

Residential Rehabilitation Service discharge date? 25M 2015

Is this Tentative or Confirmed? Confirmed

Comments 05/09/15 Mow confirmed

Discharge Destination

Where is the client being discharge to? Own home
Comments Will be refumn to his own place
|5 thiz Tentative or Confirmed? Caonfirmed

Supports Required on Discharge

Will support with acfivities of daily living be required? No

Comments Mo his in independent with PADL's

Has the funder informed us who the community care provider will be? M

Provider / Contact person Mot required

Will they require Allied Health input on discharge? Yes

If Allied Health input required - what is currently recommended? Occupational Therapy, Physictherapy, Speech and Language
Therapy

Has the funder informed ws who the community AH provider will be? Yes

Provider / Contact person ABIl Rehab

Fallow-up from ABI Rehabilitation Post Discharge

|5 follow-up from ABI Rehabilitation recommended post discharge? Yet to be confirmed




Key Benefits of the Funder Portal <% abi

e Secure means of sharing
information

Improved privacy of Client
information

Reducing client information
being sent via email

Reducing the risk of client
information being sent to the
wrong person

Access links relate to only one
client

Only accessible via ACC site

Rehabilitation

* Quick access to information

Access to outcome measures
as they are updated

Ability to view, download and
print reports

Ability to forward access
within ACC (e.g. manager,
new case manager)

View changes to discharge
planning as they are updated

All information in one place



Feedback from ACC Case Owners » abi
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Comments
4 abi

Rehabilitation
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